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FULCRUM VETS

SCIF Buildout - Accreditation & Certification - Operations & Maintenance

ONE TEAM, THE FULL LIFECYCLE

Secure Facilities, Built and Sustained Right the First Time

Fulcrum Vets designs, builds, accredits, and operates Sensitive Compartmented Information Facilities (SCIFs)
as one continuous program instead of three disconnected contracts. Our teams bring hands-on ICD 705
construction and RMF accreditation experience together with a proprietary, tailorable delivery methodology
— so your facility moves from concept to Authorization to Operate (ATO) on a predictable schedule, and stays
mission-ready long after the ribbon is cut.

Every engagement draws on the same field-proven Integrated Master Schedule, document library, and
continuous monitoring program — scaled to your facility's size and mission, not rebuilt from scratch.

BUILD
SCIF Buildout & Construction Support

From site survey through final walkthrough, we manage the physical and technical construction of your
facility to ICD 705 standard — coordinated tightly with your Site Security Manager and Accrediting Official
from day one.

® Security-in-depth and site suitability assessment

® Reinforced perimeter, STC-rated doors, and GSA-approved locking systems

® TEMPEST/RF shielding installation and CTTA-coordinated design

® Secure network, server, and cabling infrastructure deployment

® Construction Security Plan (CSP) execution and QA/QC inspection
ACCREDIT

Accreditation & Certification

We carry your facility through the full Risk Management Framework — categorization through Authorization
to Operate — with the documentation package built in parallel with construction, not scrambled together at
the end.

Fixed Facility Checklist (FFC) and System Security Plan (SSP) development

STIG hardening, vulnerability assessment, and Security Control Assessment

TEMPEST and acoustic validation testing

Authorization package assembly and AO coordination through ATO

Full standards coverage: ICD 705, CNSSI 1253, NIST RMF/800-53, JSIG, DAAPM, UL 2050
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SUSTAIN
Operations & Maintenance

Accreditation is a milestone, not a finish line. Our O&M teams keep your facility compliant, monitored, and
mission-ready for the life of the system — ISSO, ISSM, ISSA, systems, and network administration under one
continuous monitoring program.

24x7-capable SIEM monitoring, vulnerability, and patch management

Systems, network, and virtualization administration and hardening

Physical security operations: IDS/ACS testing, TSCM sweeps, self-inspections

POA&M management and annual RMF reassessment support

A defined monitoring calendar covering daily through annual sustainment activities

A Complete, Proven Toolkit — Not Just a Promise

This isn't a capability statement written for a proposal. Every item below is a working deliverable Fulcrum Vets uses
on real engagements today.

SCIF Lifecycle An interactive application with a live tailoring engine, full WBS tracker, framework crosswalk,

Platform automation roadmap, and continuous-improvement dashboard — the methodology, running in
software.

Master Integrated 231 scheduled activities across all six delivery phases, with live formulas that re-scale duration and

Master Schedule scope the moment a facility profile is entered.

15-Document SSP, CSP, IRP, SAR, ATO Package Index, Technical Security Plan/CTTA, Configuration Management

Compliance Plan, Continuous Monitoring Strategy, Rules of Behavior, and ISA/MOU — plus five phase-by-

Library phase forms packages covering governance memos, engineering design records, construction

QA/QC, test reports, and O&M registers.

Role-Based A dedicated curriculum for every seat in the governance structure — AO, ISSM, ISSA, SSM, CTTA,
Training Program Systems Administrator, Network Administrator, and Program Manager — each with a practical,
artifact-based certification, not a slideshow.

Automation- Every one of 379 delivery and sustainment activities is rated for automation potential; 86% carry a
Ready from Day defined path to scripted or orchestrated execution, including an executable server-hardening
One script that self-documents its own compliance evidence.

The Fulcrum Vets Difference

SCIF programs fail on handoffs — between the builder, the accreditor, and the operator, each starting over with a
different plan. We remove the handoff.

Single-Team Lifecycle Ownership Automation-Forward Operations

One team carries your facility from design through 86% of our 379 tracked delivery and sustainment
sustainment — no re-briefing a new contractor at every phase activities carry a defined automation path, so
gate. your compliance burden shrinks over time

instead of growing.

Tailored to Your Facility, Not Ours Documentation Built In, Not Bolted On
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Four facility tailoring profiles — Closed Area to 15 standing templates and a role-based training
Enterprise/Campus — and five pre-scoped engagement program are ready before day one — refined
packages mean your program is priced and scheduled to its every engagement, not written from a blank
actual size, not a one-size-fits-all estimate. page.

Engagement Models

However you need to buy this, it's already pre-scoped — each model below can still be tailored further once we
know your specific facility.

Model Best Fit ‘ Est. Duration

Full Lifecycle New construction requiring buildout, accreditation, and long-term 21-187 wk by size
Partnership O&M under one contract.
Accreditation Sprint An already-constructed space that needs RMF accreditation and 11-97 wk by size

ATO — no construction scope.

O&M Sustainment A facility with an existing ATO that needs ongoing 2-4 wk stand-up, then
Retainer 1SSO/ISSA/SysAdmin/NetAdmin sustainment. continuous
Rapid Closed-Area A small, low-complexity accreditation with a compressed timeline. 21-31 wk
Package
Methodology & Your own cleared staff, our methodology, tooling, and templates 1-2 wk onboarding
Platform License — no delivery labor.

How We Work

Delivery runs across six integrated phases, tailored at kickoff to your facility's size and complexity — typically 52—78
weeks from program initiation to ATO for a standard single-enclave SCIF.

Phase What Happens

1. Initiate Mission definition, governance stand-up (AO/ISSM/ISSO/ISSA), and RMF categorization.

2. Plan FFC, CSP, SSP, Incident Response, Configuration Management, and Continuous Monitoring
documentation.

3. Network, server, and security architecture design, reviewed at 35/65/95% completion.
Engineer
4. Build Construction, TEMPEST shielding, network and server deployment, STIG hardening.

5. Accredit Vulnerability assessment, Security Control Assessment, TEMPEST validation, ATO.

6. Sustain Continuous monitoring, systems/network administration, and annual compliance — ongoing.
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Right-Sized for Your Mission

Whether you need a single closed-area accreditation inside an existing building or a multi-enclave campus program,
the same methodology scales to fit — sized by facility footprint, construction scope, TEMPEST applicability, and
number of accredited systems.

Closed Area Standard SCIF Multi-Enclave SCIF Enterprise Campus

Single room, existing space Single accredited enclave Multiple accredited systems Multi-facility, phased delivery

21-31 weeks 52-78 weeks 83-125 weeks 125-187 weeks

www.fulcrumvets.com | 443-257-9443 | gene.walker@fulcrumvets.com
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